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I;: IIIII ]It(llucli(ltl  s(If”l\v:Ilr IImllil(us  fo] (ml of” 10IIJ;IIIcc  (xlll(lili(Jll\, : III(1 illi[i:tlcs  a])l)loj)li:llc Ics]x)llscs  \vl Icl I Such
C(lll(liliotls alc (Iclcclc(l. l<cslxIIIscs I(J l(h~ of full(’lioll in(lmlr l~co\’~ly (~. f’,. sl~’ilcll to :1 l~(lllll(l~lllf lj:l~~ll})),  ()! l~llj’
(c.fI. lcsl:lt( a (lc\’icc ill [III allclII])l I(I ]cslotc  fullclioll:tlity wlIrlc no Imckul)  is :tvail:tt)lc). lla7ittd(Itls c(lldili(ul\
fI,c IKt;tlly lc(luilc a ‘s;tfIII~,’  JCSIKJIISC,  10 isoldlc llm ]u{ll~lclll ati(l lljitlillli~c d:ili)af’,c. lo]  uIIIIIatIIIc(l  sl)accciitfl, ;!
Iy})ic;il  snl IIIfI,  Ics]m Isc is 1( I slII)l dowII ii!] IIollclilic:ll f(l]lc(iolh,  ald clislllc tlIc alltcliil:i is }Joilltill[l, to\;r;tfd\  lit(l),
to a\\’:iil fillllwl co]ill[lali(ls  flolll lIw y,lourd. oil (’a\silli, Iliclu is a Ic(!uil(llwllt 10 I)c :Il)lc 10 lllailllaill sllcll a s:lfc
sl:tlc fol u]) 10 l\vo u’ccks.  l;O1 lII:IIIt  Ic(l sl);lcccldf(,  sllcll a\ (I]c S}mcr slati(lll, llw Ic i~ a lmsillilily of clew
illlcl\’cllli(Jll,  :111(1  :i so a futliicl Icifllilclll(’l]t  is 10 isol:ttc  lIIC fd(lll  10 tlIc slII:lllcs[ l~ossil)lc lcj)liIccal Ilc Iltlil
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‘1’l)c Iovk ()!li~()l()lls  Icquilcllwl)ls  cnpillcclill~,  Idmiqws is \Ycll illusttakd  ill IIIC faull ]~lotcclio~l :itca  1’:IuII
l’l(~tcclioll  tc(luitcllwtlts  :Irc deli\’c(l II(J)])  f’:lil(llc lII()(lcls  01 llIc l:lrf’cl  systclll, alolly wiltl \’:llioll$ s: Ifcly aII:Ilyscs.
l;I(~III  lltcsc soulccs,  irldivi(lu[ll lcquilctlm!t~ :Ilc wlillcll 10 i(lclltify (Ii flclctll f:ttlll coll(liliotl~,”  itli[i:llc llIC :Il)l)]ollti:llc
ICSIX)IIM’,  :111(1  lll(~llil(n  tlIc outc(IIIIc. “I’l Ic lLsLlll~ :IIC c~l~lcss(”(i ill :1 c(~lllllill:llioll of l: II Ilcs, (Ii:t}’lat[ls  aII(l })I(Mv,  \\,itll
{III  cltlj)lla~is  011 }Il(hc iol Imwlillc  rc.qui[c]l]cl)ts.  ‘1’IIC Icslll[ is o l:il~(’ CUIIIJ)ICX  scl of lt’(](li]ci]lct][s docu  II IcIIts, ill
lvllicll illlclilc(i[)ll S t)clwccll lL’(l(lilClllc]lt\ ciill I)c II:lld  10 i(lclllif’y,  lcl alolIc v:lli(l:ltc. I; UI(IICI  }lI(IIIICIII< ;Itiw floll~  tlic
l’;ic( tll:ll {:11111 ]Motccli(lll lcqllit(r[lcllt\ ~11(’ Ill(uc Vol:ltilc ltl~lt ltl(~sl (Itllcl lcquirclllcllti,  :Is Illcy alu scil\i(i\c  to ;IIIy
(“ll:lll~),c  dlllillf’ Itlc (lrvcl(yll  IIcnl Of [lIc t~ll~’,cl syslcl  II.

‘1’IIc  collllllcxily  of” LILIII  ])tolwli(lll tIIc~III\  t}l:ll  it i\ I]:it[l  to (lctII(III\tr:il~ ltml Il)c systLiII ;III(I s(If’t\v;IIc  ILx]llilctl)cll[s foI
1“:1111[  ])l(,tcclioll  :I(lu(]ll;llcly (Icsclilw c\’ciyll]ill/’, Il]:lt is l]cc(lc(l 10 acllic\c Il]c F,oal of ])lovi(lil]~,  lo[Iusl slmclLtdf’,
l:OIIII;II  llwtl)t)tl~ C: III Iwl])  l)lovide this vali(latiwl ill [l IIIIIIII)CI  of v,lIys. ‘I’l Ic ]MOCCSS 01” f’ollll:tlisillp, a Sjwcific;l(iotl
I)]of,i(lcs  ;I sillll)lc  \,:lli(l;t[ioll clIcck, ill that il follcs  [i lcvct 0{ })tcci\ioll nrl(l Cx])licilllcss fill I)cyor](l  tlIal lIcc(lc(l f(u
illfollllal lc[)tcscr)t:ltio]l$.  OIIcc. a folll):ll s]wciflc:ltiotl  is avail allle,  it cai] Im f(llltl:ll (tj:lllctlf ’,c(l [3], by (Icfirlirlp,
]Mq)cllics 11]:11 dI(ml(l 1)01(1,  :111(I ]novillfl, tll:ll tl]cy (lo itdc~(l 1101(1.  l;(UJIIal clIallcIIfI,cf lII;Iy Iw :Icllicvc(l Imttl tlll(m~,ti
ltlC lISC (){’ lll{ltilCll lH(i C:l] }MOofS,  :Illd tlllollf’,tl  StiltC CXJ1l(H:lti(Jll  01 ‘ll J(dC] C]l(Tkill~,’.

l{uslIl)y [3] }~oillls (ml lllat ttlclc is cotlsi(lclal)lc scoJIc f(n sclcctivc [I[)l}licatiott of f(ulllal  lIw(lKds.  I;(N CX.[IIII],IC,
101111:11  IIICIINKIS  eatl Iw alq)lic(ljusl  to sclcclc(l c(nll~lollctlt< of a systclII, atl(l c:it, Ir usc(i jlls( lo cl]cck sclcclcd
l,I(J])cI  (ic.s of (11:(( SySICIII.  Most illllmlhilitly, a ~,iL:\t deal of [K Iwflt C:{IL  k dcI ivc(l flo]l~ fo} III:\l  II WtlKKIS  witlmut
colllll)illir][), a ]Jtojccl  10 IIK USC of follll;tl  rlotali(~rls  f(n basclillc sl~cciftcations.  III [tic stu(lics  (1(’scli[)c(l  ill Illis ]M]WI,
\\’c uwd follllal IIlo(lclillp, 10 f]n(l  cIIols  it] c]ilic:ll  ]12rl\  (Jf’cxiili[l:: illforlllal  Slwillc:ttiolls,  1111[ did ]lot Icj Il:Icc IIIC
illf’oll]tal S]mcif’]catiolls  wit}) Itwil fotlll:ll  co~lr]tcllmlls. ‘1’tli< iiJJjIl(m(lI  is collsislctlt w’il}l  llIc advocacy  of IIlullil)lc
Icl)lcscr]taliotls  as a wily ol’ovcluol[litlf’,  :I[l;llysis l~i:l<.

3 F ornml  Mt?ihmis and NASA

A IIl[llticctltct [C:IIII  \vi[llill NASA ttos beet] cx[]lotitl~,  tl]c }I()[cll!ial Of f(~llll:tl  Illctlmd< 112, 13]. ‘1’tlc  tCaIII  collll)il~c<
l)cisotIt  Icl \\,it}l CkJ)ciicllcc ill folltlal ]Iwllt(ds, ill llIc (Iolll:lilts \Y}Ictc follllal ]llcllm(ls are twillfj, :q)l)lic(i, ill soflw’alc
:Iwu IiIIIcc aII(l V&V, arl(l ill Iccl IIml(I~,y  tl:l[)sfcl.  A sciics of stll(lius I)y Illis tCaIII Il:tvc ckl~lo]c(l f(nlll:tl IIw!tmls  otl a
tl(llllllc! (If NASA ]M()~,I:I]II\,  illclmlil)~, S]mcc Sl~uttlc IS], S]WC Stati(n] { 14, 151, :111(I  [’awilli 116]. ‘1’ilrou~,}lou[
tl]csc studies, Illc ctllj]l]:lsis tl:l\ Iwcll oll JIlil:,,lllilli(’ :Il]l)licaliol) of f(}llll:ll llICll I(xls it) alc;I\ \\ftwlc tlJcIL.  a[)lr:IIh  to I)r
IIIC  /I, IcmcsI IICC(I.  l<cstIII< of tllcsc stu(lics  :111 (Icsciild ill Iwo NASA p,uidctwoks  [ 1“/, 18].

Ill IIlis ]I:IJ1(’I  \vc (Icsctilx’ tll(’ sldics tllol W’C1(’ itlllllcltlctltcd i]) 111(’ C:lll~ St:l~,CS  of lu(jui[ci]lctlts  fol llc\\ Systcllls.  ‘1’() :1
I:III,,c cA(c III,  tli(s[  sl~l(lics  WICIL Icsj)c)lIus  10 Ic:tl IIcc(ls (III  tllc l)l(~c(’ls. 11] C;l(’tl Caw’ Illc Sl(l(ly \\Jii\ (( III(IIICIC(I  ill
]):11:111(’1  \\’itll 1}1(’  tc(]ililclllcllts ctip,ilmtitlj~, JII(K’CS$, S() tll:lt lcSlllt\ flolll tllc study could t)c fr(l I):lck into Itl;ll }110(’CSS,
‘1’l)is  ]Ilc;illt tl);lt lIIC lc(l~lilc]llctjls \\JCIL of’t[.tl  still \,ol; ltilc , ;[11(1 Ilcll(’c’ Solllc CII(l  II \\’il\ 11(1’(lc(l  10 cll\lll L’ 111[’ Ii)llll;ll
:Ill:llysis was kc]Il II])  I(I (ltI[c. llowcvuI, wc fell it wa\ illltx]ll;lllt 10 dciil(lllsll:ltc Itl;ll {01[[141 lll(.ll Io(ls wul(l IIC :(l)])licd
ill Il]is (x)l)tt.hl, il w,c aIC CVCI to ctjc(]ultlj,c \\ ’i(lcl :l(l(~l]li(]ll :lcl(w\ It]c :1{’clIcy.
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Altl KmlI,lI tlm IIIICC sludics dcsclil)cd IICIC  used (Iilfctult Iools ald rl(ll:lliotls, (}IC basic alll~l(mtl is [tic S: IIIIC:
1) rcsldlc llm Icquitclllct)ls  itI a cleal, j)lccise atd ll[l:ttlll~ip,llo(is  f(~llllal;

?) i(lctllif’y  & c(n Jccl itllc[tl:ll iilcomsis[ctlcics
3) tcsl lhc. lcquilclncn(s by ]IlovitIF,  slatclncnts  atmul cxlwclc(l  bcllaviol.

4) fcc(l Ilic Icslllls back to IIK Iuquilctllctlls autlmls

I II two (IUI of llIc llItcc stu(lics, stcj] 1 illvolvcd [III itllcllllcdi;llc, itlf’(~lll)dl IIol:lli(lti, ;1s a lIlcludc I(I tr:itlsl;ttilli,, III(,
ltq~lilcltwl)ts illlo (}IC fotlllal sJmcif’lcali(nl lallf’ll:l~,c.  ‘1’t]c  itllcllllc(liatc ll(ll:~lioll tlell)C(l 10 clalify ;illll)i~,uilics, al](l pail)
a I)ct[cl lltl(lctsl:lll(lill~, of tllc stl(lct(llL’  01 (IIC  lc(lLli[ctllcltl\. ‘1’l)is ill t(tlll Iwllw(l to (lclclJl)i[lc IIow tl)c foIIII:Il  Ilotoliotl”
\Volll[l  l),’ 11 S(’(].

Stuciy 1: High level FDIR requirements for Space Station

“1’lic  ])ull)(wc of Illis sl(ldy \Vil\  10 :Issist willl ttw itl(lc])ctl(lctll ilWCSSlllel]l {)f’  III(’  fa[ll[ (Ictcc[ioll,  iso!alioll” :111(1  Icc(Ivcl)
(1:1)11<)  lc(lllitcrnet](s fol ttw slIwc station. Vclif]c:lliott (II llIc Slmcc slati(~tl 1 ‘I)IR  sysletIIs  is Imrlicu]:illy
],lot,lclll;ltic, as ]:1)]1<  f~ltlclioll[llity is (Iisl[ilm(c(l  acloss Illarly (If (}IC fli.gilt C(III1l)lI(CIS,  ‘1’IIC dcVcloJ)llmllt  an(l
collsl[L]clioll  sclmlu]c fol tlIc Sl):icc sta(imi  dots tmt I)cllllit ftlll i]ltcfy:ttiotl  teslitl~ of Itm crllitc alctlitcclurc I}liol to
orl-oll)it”  il$SClllt)l’j.  IIctlcc,  l;llll< fullclioll:ility lllusl  lK vciific(l (ttlou~,ll 2 Colllbiwttiotl  of ills}lcctioll,  tcstill~, ;\IKl
all:ilys is,

lldcl)clI(lclIl awcsst[lctit  is fill ovclsiF,ltt aclivily, covet itl~, all a\luts of tlic systcl  II, itlcltding  }Ial(iwatc.,  softw:uc aIId
olw[;tti(m:ll  ]JI(KHIUIC.S,  ‘I’l Ic ailll is to tISSLIIC  aII alyM()~JI io(c ICVC1 of s:tfcty ill tlIc dcvck)p[llcllt of tllc. S] I;ICC. station. At
tlm tilllc of this stu(ly,  tlm itl(lcjwtdclit  aswsslllrtlt  palw] was scckins Solllc assurance tlmt tllc hip,l] level l;l)l}<
co])ccj)l \vas clearly (lcfi IINl atld vali[latd,  Irfotc  it flov,wl  dowlI  to ctI(i  ilelll rc(plirctlmtlts.  Slllmcqucllt cl I:iIIgI,cs  10 ttlc
l;l)ll< collcc}~t  v.wu]d  lIavc siF,tlificallt iln]mts  tlII(m/,lIolll  Itw Icquitctm-l)ts  and dcsi~,ll of ttlc Ctltilc systclll, I;(M Ilww
IcmwNLs,  tlw ildc}lcldellt  asscssii)cilt ]MiIIcl collllllissiol]c(l it fol 111:11 analysis of tlIe }li/,11 lc\fcl l;l)l}< function,  “1’tm
study wasjoitltly  futldc(l by NASA Iwwl(]uwlms,  as lXII[ of tlw l~ilol ]lloF,l;llll irl fol[llal  II Idm(ls.

‘l”l]c IIcc(l tll;ll :IIOSC flot[l  tl]c ill(lclmtdctlt awcsslllcllt (Iovct:{ilcd Willl tlw :Iillls of ttw itltcl-ccr)tc[  foIlllal llwtll(d~
(c;\lII, WC lIa(l coll~~dctcd sol I\c ])]rlilllillaly studies of S]mcc Sl)utllc lc-cllpillmlin~, lu(luilcl)mnts  [5], wllic}l }Ia(l
(lc II I(JIIsl I;Ilcd IIIC }m(ctlli:il t’(H for  IIIal tIIcll Iods as o lcquilclllcllts ;IWUI;IIICC Icclltliqut-. IIowcvc[,  tl]is wmk
c(mccfllldtc(l  0]] analy7in S cllat]f,c Jcqucsls fol an exis[itlf’,  syslcl[i.  ‘1’tm  slmcc St:itioll wolk was a charm to p,ct in
caIly ill tllc lli~,ll Ic.wl (systc III) IL’quitclllctlts  ]JIasc  fol arj clllilcly IIcw syslcl  I1. WC IIecded  to illvcstifyltc  vdlctllcl
tlIeIc WCIC any si~,nificaut]y  (liffucnt pl(hlclns  msociatc(l with applyil]s fonllal IIWMS  to tlm early lno(lclin~,
dclivilirs it] a lcqLlilcllv.’]lts I)lmw for a ncw syslct I1.

1 Approach

‘1’lllcc vicv.’s of’ tlw l;l)ll< Id tmcll (Iocu]llcl]tc(l:  ttlc fu[lctiotl:ll Collccl)l di:tf:tatll (I:C3))  wtlictl is a flou,ctl:il(  like
Icj]tcsclll:ltio]l oftll C’.F,C.IICli  C]:l)]l< :11~,(~1 itlltll; tl:i$clillc 1:1)11< lc(]llilctllcllts; i{tl(lc;lj]:lt)ilitics,ill wtlicl] Itlc.
lc(lLlilct)wnts ale. ~toupcd into related funcliotlal alcas. ‘1’his sludy c(mccllttale(l otl the first  twoof tl]esc views,
(Icvcloj]it)y, d fol[l]al  Ilmlcl of cacll, :111(1 tcslillp, Ildccabili[y bclwccll ttlclll.

‘1’IIc  f(m[ slcj]:i]Jl)l {~:lcll (lcscrilJc(l:ll~ ()lcll,;tst  lsecl.l tllliiss tll(ly,l  cst:ltirl~t  tiel; ['l)itllr(>l}'c(  l:tl)t()ccssc)  f:tt~stl:lctill~,
(J[lt COIIIIII(JII  fcatuicstwfolc  it could l)c tl:(uslalcd  iltl(ll’VS [lO]. “1’ttc  Ixisrlilw  rc(l~lirc]llctlts wcIc tI[IIIs121cd  (Iilcctly
i{l(() }’VS. I’VS WIS CIIOSCII  f’ol lllis slu(ly, bccausc it l)lovi(lc(l [Ln out(~nldtc(l tllcolclll [uovins suIIlmrl,  aII(l bccausc
tlw sIwiflcotio]l 1211guaF,c  a})j)Cal  L’(] to t)c lca(lily Ilrl(lcrsl:ltl( l:il)lc to cll~,illccts ard J) I(IF,I;IIIIIIICIS.  lritcrli:il consislcmcy
oftlm iIK)dcls WIIS tc.stc(l  usillfl, 1’VS  tyl)ccllcckit)~,,  \vliilc tllccxJmctd  t~cll:l\’i(ll W:($ atlalyzd by (lcflllitl~ Ilwolcllis
ckl)rtssillf,  lc(luilc(l I)lol)ctlics, dtI(l slmwitlp,  tlmt tlwy i’bll(~wccl flot[i ttlc II KKICI  usitl~,  tllc 1’V.S IIl(mf awis(:tl]l.

'l'tlcflt  slstt`j) ti':lst() :~r]:llyzc tllc. l;[Il), 'l'tlc()l iF, ill:tll ;[`l)c()tlt;iillc( 153])l()ccs$irl~,  stcj]s,  lll;ikitl~, it latlwl coIIIl)lcx.
As:lfll s(st(})i tl(llc; tl):tlysis, ttiis(li:ll:[: ill)~\';ls] ):ii(iti(~llc(l,  ill()lllct toclL”~l((’~ 1111 OIC[l{ls!ltl CtVi C\\ ’.]; ol cx:ltlll}]c,tt]c
ll]st 1? slcJ)sitl\’ol\  c(lcllccki[l  ~,l);tr:t trlc[clsfol” out oft(~lct:ltlccc (]li(tiliolls,tl  lcllcxt”  7dcalt  \*’itllstlflll~,,tl~cllcxt 8
(Ic:ill \4’itll  cllcckirlF, f(ll fullcliotl:tl  f:lil(llc, ;ttl(ls()  ()ll. lll:l(l(li(i()t  l,c;ictl stcJli$':ts l:il)clc(l:ts [)ll(`(Jf  ttltcc])r()c(`(  ltit:ll
Cotc[?,olics:  ]Jctfoll llitl~,: itltc)lll:ltc(l ]Jlocc(llltcs,cllcckitlp, for itrloll):llotlsc oll(liti(]Ils, ald tt’cot(lir lF,/[1’J)otlitl~,” Icslllls.
l;lll;llly, ll)ccotl(lili(lllsl  lr](lcl lJt)icltc oJl(lol  is]l:l~sc(llol  li~,l]cl lctcll;  l) Il{(i()lll;lillsl  )'clci(lclltiflc( t. Sixc:ltcf!,()ti  Cs()f
C(ll]{liti{lll(lli(lcl ~\,llicll ttlis()cc[ll sliJcl L`iclcllti{"lcCl  .rl`l)clcstll((Ji  tl}isillili;il:  \tI;llysis li';ls:l ll](~t(- stl Llcl~ltc(l (itll(~ltl~:ll)
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II I()(Ic.I  01 (IIC 1:1 }11{ }JlwcsscS. ‘1’tlis Illodcl Was inf(~llnally chCCkCd  1(M ICilsorl;ll)lcrlcss, atd fol Ilaccat)ilily to llIe
01 i~, itml 1:(’1 ). A ltu~lll)cr of atmllalics  WCIC  (Iiscwclc(l at Illis staf,e, wllicl} \\’clc Icjmte(l  to llm Ic(plitclllcnts  aI)l}I(M\

‘1’IIc  IICXI SIC})  was to f(wlllalisc  IIIC Ino(lcl in I’VS. A mlsis[ctll  ICI Illin(dogy was (Icvclopc(l,  atI(l all otjccts awl
al(i il)Lltcs IckJL’IIccd  in Itw IJ(’l)  WCIU exl)]l’ssd ii) I’Vs. l;i~,illc 1 slK)\vs  two f[a~,[licli(s of 1’VS ~,ctwlatcd  al ll~is
s(ap,c. ‘1’} M.- Icsultillg  (Icfiniliom  wc~c lylwctmkc(l  usihs tllc I’VS loo]. ‘1’yllcclm.ckill~  tlcl~wil  to elil[lillatc scvctal
Iylws 01 cl I(ns  ill llIc sl]ccifrcalion, ilwludi]lp,  tylmsj syII[ax CIIOIS  and ty}w consistency CII(MS.

)

)

Figure 1 : Fragments of F’VS specification, showing type definitions and axioms
LIscci to express FDIF7 c o n c e p t s

l;inally, tlw I’VS slwciftcaliot)  wa$ vali(lalcxi by usillf! Itw 1’VS  I~[(x~f  assislal)l to IIIovc claillls basc(l on tlm. .
s})cCItlc:ltioll. AI I eXHIIIl)lC of s(]c]l ii claitl) is “at alIy dotllaifl  level, if a failule (wculs tlwn it will :ilways tm ]cw}vcrc(l
a[ SOIIK (loll~aill IcvcI”. Altlmug,ll this clailll was 1101 very ]nof(mll (l, scvelal nlissin~. assulnI)t  ions wctc dctc.c(ed in
II]c I)roccss  of ])rovitlr, il. l;O1 cxatll~)lc, Sevclal scquencill~ constraints ncdcd 10 be dcfirlcd  cxj]licilly, c-vcII ttmllp,l]
t)m );l)ll< (I(jclllllctlt:ltiorl  had statd that rlo SUCII corlsl[aillts SIIOUI(I  bc infcnd  frorll tllc. lcquiretllcnts,  A total of 14
clairlls w’ctc dcfit Icd and povc.(1.  Most of Itmc  wcIc. tyjm cx)llcctllcss  conditions (’1’(X?S),  wtlic]l tllaillly SCI vc to
cIIsuIc itltci IIal consislc-ncy  of t})e III(XICI.

‘1’JIe sccoII(l ]HIII  of tlm s(udy was to analy~c tlw lmwlillc systcill tc(luir~lllcnts  for 11)11/.  A dis(itlctiorl  CaII [Ic drawl)
I)ctwccl) IIIC [)lilllary sj)ace slalion syslclll, atd llw l;l)ll{ syslcIII that rllorlitors  tlIc })tit[lary syslcIII, ‘1’tw follllal
llmklill~, col~uelltlatcd  orlly olI l}IC latkv. ‘J’tlc ]Jrmc Ic(]uilcrl]cllts  ~vcrc Ilarlslatd  irlto I’VS, usill~ llIc (lcflrliti(~lls and
tylms p,crlcratc(l in Ihc. fltst }mri of ttw study. “1’rarlslat  iotl of Itlcsc lt’quilclllcnt$ into  1’VS ]Jrovcd  to bc relatively
slltii~,lltfol~$~[li(l.  l;i~,ulc  ? r,ivcs  an cxalll})lc.

Figure 2: An example FDIR requ i rement , and its PVS translation

‘1’l]c  JMoccss of’t[at)slatit]~  these lc(lL]itcilwnts rcvcald a rlullll)ct of relatively Illirl(lr allll]i~uilics arl(l
illc[~llll)lclcllcsscs.  ];or CX:IITI})IC, IIIC distillclior]  Iwtwecrl tllc ]uilllary syslcll I alI(l  tlw l;l)ll{ systclll  wa$ 1101 clcal itl
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llm Oli.yitlal  lc(luilclllcnls.  Oll]er all]bi~uilics sul Imln(kxl  Ll]c USC ollel[lls  suctl as “almt]mly”  “
“[”rlllcliollal failulc”,

, out-d-  (C)ICI ;ill(x’” :!IKI

I lavinr, IIm(lclc(l both {he Ii] JIl< comq)[  diafilml aid tlr Imclinc ]cquircmcn($,  tlic ]Ilan wa< to e.xpiolc tI accal)ili(y
lJc(\vcct~  ttw two. Arl ini(ial analysis  ildica(d Itmt tllclc wa$ li((lc I[acc:il]ili(y.  “1’tw  lcqLlilclllcnts  au(lws  corIfItIIIcd
tllal IIIC Iwo (Iocutlml)is C.xlmssed (Ii fl’clcnl kinds  of Iqliic.lmwls.  ‘1’tm  l;(’l) dcsctilws  ll]c l)rocessill~  IIml is IKffo  IJiIc(l
williiu ;iII 1:1 )11< (Iolllaill,  while. llic lmwlinc ]cquilc}llchts dcsclibe a hi~lct  Icwl view of the kirds  of lUJII< that ]nllst
I,c })tovi(lu(l.

2 Finciings

111 ~,cnclal, Illc l;l)l}< lc([uiremcll(s wetL \vcll tll(nl~,l]l out. llo\vcver, allh(m~l) Itm I;l)II< lLquitclnct Its tcall]
ut)dclsl(m(l  IIlcln, Itlclc \vas solilc qucs[i(m ovm \vlwtllcl Illc (Iocltll)clllatior]”  was sufllcictl( so tl]al syslc]l)  drvcl(q)cts

and oltlcl slakctwtdcls wK)LIki undcfs  tad Itlelll. A Iola[ of flflcctl issm’s wctc d(xwllmtllcd  and discussed w’il)l  ttw
Ic(]uilclllcllts aullms. hflost of II ICSC. \\r CIC Iliilml alllbif!uitits,  inc(msislenl usc of lHIIIS, and ]tlissitl~  awtt!l)[)tio]ls,
discovctc(l dulill~, llm poccss  of 1(M llmlisatioll,  wllicll lL’(lucC tllc al~ilily 01 dcvclolx’ts  to Utdclslan(l Itlc Icquirclllct]ls,
‘1’hlcc  of ttlc issues wctc~ mp,ar(k(l  a\ “tli~ll-lll:ljc)r”:

I ) ‘1’lmc wcIc immsislcncics  in lhc. l;[’l ) ovct lclmr[illg tlIC s(alus of safit]f!, It’covcry  and rclly pl(m(lutc. s. ‘1’t]c
il]tcllliotl  was th:il ItIc ];l)ll< }Hoccsscs  slmul(i lclmrl tlmir s(atlls bcfme, dulirl~, an(l aftm cxeculion of cacti Inocc(lutc,
)lowcvcl,  sot])r  of tlm ptoce(lLllc.s wctc II)issirlfl  lc.qllilcIl]ctlts  fot solllc of the rclm] [it~~, activilics, so Itmt III(M of
IIICIIJ  di(i nol have lcquircmetlts to lcpo] 1 status at all ttllcc jminfs.  ‘1’his was (Iclcclc(l durill~ the initial analysis of I}w
]:[;]) diap,l:llll,

?) ‘1’IK }m]wr  sequencing of I;l)ll< pmccssir)~ is not clear from l; O). Althcmgt) the Ill} looks like a ffowctmtt, tk
:lccol)l}~:lllyillg,  tc.xt ]])akc.s il cleat il should not bc illtctptctcd as a scqucmial  ptoccss. Ilowevcr, some, ill}]ml [anl
Icqui[clllc.r)ts  can only bc in fm[c(l by Ircaling it as a sc(l Llelllial ploccss.  l;O1 exall)])lc, it is not clear wlIctl IcI safin~
stmuld t)c lm follncd I)cfo]c  isolation, altllou~,l) ltlc dia[l,talll scct]ls 10 iln])ly il slmllld  bc. ‘Ibis problcl]l U’as dctcclcd
dulillp, tlic l~l(wf ]Mocc.ss: soinc of tl)c scqucncillr, lequilclllcnls tml 10 t)c slated cxljlicilly in mdcr to l)tovc l)eccssaly
I)roj)ct  lies of” llIC 1:1)11< nldcl.

3) No l(xluiic.l))c]~ts ale given 10] cl~ccki)ir il]cwllsistcncics  Iwtwccn Ixllalllctcis; tljc lcqLlitctllcl]ts  o]lly IIlct)tioll litllit
dmkir)~, of i[divi(lLlal l]ararnctets. ‘1’IK  Jcquilcllmnts tcalll clcally intcndc(l ttlal irmtlsislerlcy checkitl~ slmuld  Im
itlcludcd. ‘1’llis IIJOblCIII  was (Iiscovcrd  dut ills lhc l]roccss  of forllmlisins the basdinc  requirements.

3 Observations

‘J’flc study analyzc(l 18 paces of I;l JII< rcquilclncnls, and was conduclcd ()\’cr  a Ixvio(l  of two ln(mths,  by two pco[)lc
wor kills lKII 1- lirllc.. ‘1’hc total c.ffwl was :I]]l)roxilllalcly  ? j)crs(]rl-tllorlttls.  l{cfor[lllll:ttiort” of ttm I;(Y)  was IIIC lI)OS[
cost cffcclivc  \IaI  t of tlm study. ‘1’y]~ccl~cckil~p, of llK 1’VS s]}ccificatior~s was also lelalivcly irlcxlwnsivc, and useful
}nill):ttily  10 ICIIIOVC  n)istakcs It)at weir irltioduccxl irl Itlc Ilallslatiorl plocess.  ‘1’hc l)roof  exclcisc was costly (Illaih]y
kausc.  of Ihc CXI)CJ  tisc tmdd), but paid off ill teIIIis of clmckcd assuln}]tiom,  and Confidcltcc. in the accuracy of Ihc
lJI(dcl, ‘1’llc  cllorl and tirnc.scale of Ihc study were consislctll with Ihc rmti]lal V&V [)toccsses for the rcquitcrnc]][s
]dmsc. ltl ttlis study, forlnal ar)alysis  ]}tovi(lc(l  a cosl-cff’cclivc  Clll)arlccllwtll  10 cxistitl~ l)lacliccs.

‘1’}Ic  lcquilc.tlwnts’ autlmrs mvicwe(l  tllc lcsults of tlm study. SoIItc of tlmll also ]cvicwcd the appoach  and tllc
]t’sultitlp, fotlllalisation in (lctail. ‘1’hc.y Id a slloh~ dcsitc to lllakc sure tt]c rcquilcllmn[s wclc clear ard Ilr]:lt]ll)ig,lloll$
h4any of Ilic flrdillf,s of t}m stdy coillci(lc(l  witl) Ilw IyI)cs of qucstiorls that wcic l)c~,innill?, 10 arise f[ol[l (Ilc (cants
clmi~,d \vi(ll illl]]lcrncntirlg  l:l)ll{. ‘1’0 s(mc  extent tile rcquirctllcnts ‘ :iuthors  wanlcd tnorc tlmn Illis study collld
oflct: tl]cy wantd to ktlow w’lwthcr  tllc 1~1 )11{ as s~rcificd would  w’wk CWICC(IY.  A follow-up study is beillr,
c(lmluck(l  to hcl}) add[c.ss this qucslion, but is not coll~])lctc at (I}c tilllc. of wl itil~~,.

Study 2: Detailed Bus FDIR requirements for Space Station

‘J’l)is study C; III I)c seen as a natulal follow” on 10 tttc })lcvi(nls  otic, altlmugl)  it was Ilot ori~i])a]ly  ]IlaniIcd as suctl.
‘1’lw ]ml]msc  of tl]is sludy was to analym tl]e (lClililC(l };l)l}< rquilcmc)lts  :Ksocialc(l wit}] tllc bus corlt[ollct fol ttw
IIlaitl 1553 uoll]l]]llilic:lliolls” bus on (lw s]m(e st:ltiorl. ‘1’ticsc Icquilctilcnts  lcj)lcscnl  a cortcrctc illl})lctllctlt:lti(lll of 11](
IIiy,ll  level 14)11<  coin-JIls a(l(hcsscd  in Ilw first study.



‘1’IIc.  study wa~ initiated by tlm In(lc})cn(lenl VC’I if’walioll :111(1  Vali(lali(m  (l V&’V)  tc’alll. IV&V is a }uaclicc in wllicl) a
Scq)alalc CT)nllaclol  is Ilild 10 analyze OK products all(l JM(KTSS  of (I)C Soflwarc (kYCkl]HIWl]l  Contlactol”  [20]. 3’1)(!
lV&V lcaIIl \vas having }m licalal difficulty \mli(kUinF, ltw bus l;l )11< Ic(piilclllcals,  as ItIcy \veIc bald to lead, and
S(HI)C  of lbc popcllics [bcy wished (0 tc.sl could Dot bc Cslal)lislv.-d  usinp, cxisling  in fotlnal lnetbods, ‘1’IIc  study w:i\
c(mductcd l)y tlm lc.scalclI team, as pal I of’ a lalp,c[ study  of tllc  USC of Inullil)lc  Icj)lcsenlations  in ttw V&V lMOCCSS.

‘1’IIc ]L>(]ailctiwnts f{)]  1111S 1(1)11< WCIC.  CXp JCSSCd ill II: II UI:II iaIIgLIaF,c,  Wittl a sulqm[till~ flowchall  dmwing IIK
jM ocmsinfl S(CIM  illvolvcd. “1’hc.  flowchal I (lid Jml IIavc Il]c status of a lquilctllci~l,  but was Illclcly j)tovi(lc(l  fot
p,uid:lncc; tbc inlcmtion was t}mt llIc prose Colnl)lctcly c.xprcssd Iirc Icquilrtllcnts. ‘Ihc lItosc  Cx)nt:iincd  a IIambcv of
Iony, cwll)plicatcd  sct]lcnccs, cxl)rcssins  colIl})lcx cmljuncliom ald disjanclions of coldiliolls.  ‘1’tlc lV&V tcaln Iml
IccwmIncndcd  lbat 10 imptovc  clarity, tbr rcqailcmcnls slmld bc Ic’-wlillca  in a tabala[ folin (s~)ccifically,  a~ I[utb
ta[)lcs sit~lilal I(J ttmc USC(I  in [2 1 ]). ‘Ibis lc>cotl~[llc]l(l;lti(~ll  lIad hccn ICICCICd because of IIIC cost itlvolvc(l  in Ic-
wlilin~ Ilwtll all, ]Icncc, (k lV&V Icatil g,cnctald  their owr)  l~ilmlat vclsims,  in order to facilila(c tlm kinds of
analysis tl}cy wisbc(i  1(J pcl fm]ll.

1 Approach

‘I’tm.  fml  slcpalpmch w:isltsc[l as follows. lL:lctl irlcli\'i(lll:il rc(llli Iclllctlt  \!':ls Icsl:itcci:is atl Lltt)t:il)lc, l()cl:trifytl)c
logic. ‘1’lIcsc  wclc. tlIc.n cmhincd iuto a sinr,lc stak-ll~acbinc.  IImlel, minr, S0{ 1?2]. S(3{ was C} IOSCII for this stady
as it offctcd a tabalw notalioll that colic.slmlKlcd well to llIc tratl) tab]cs that tlic IV&V tcatn had al Ic:idy ado~IIcd, ard
it plovi(lcdt  (ml Su[)pol[fot cllcckirlp,  c()tlsistcllcy  c) fS[~l<tll()(icl  s.{`()llsistcllcy cl]cckillg itlvc)l\'c(l tyl)cct]cckirl~of
tlw.SO<  sJ~cciflcation.  l’lc)IJcl tie.sof tllc. lll(Jclcl wctc ttml tested in two ways. l;irst, St:itic p[q]clticsof  I}leslatc
lilodcl, such :Isclisjoirltllcssa  r](l covcx:igc, wc]c.tested usingttm built-in ctlcckcl in tbcS~I<  tool. Sc.cotlcl, (lyrlalllic
pl opeI tics of the mocfc.1  were tested by tr auslat ing (}w SCW state. n~acbine. mdc.1 it\to 1’ROMI  II A [23),  :iml applyinp,
tbc SI’IN IImdc.t chcctccr to explore its bcbavior.

‘I’llc. ~,c~lcla(ic~il (> fat:lt)lllaf  il~tcI}>lc.t:lti(}l~  ofcacll  ill(li\i(ll}:tl]  c(]tjil-clllel~  t] Jlc)\'c(lt  (}l~.}larcl,: ist}lcrca lc:\r)tllllbclc)f
:it[lt]i~, uilics it) tlw ]Mosc lcq Llilcmcnts. These am bi~uilics c(mccln tbc awociativcly of ‘:ind’  find ‘m’ in ltrlglisb, arid
t}lcc(nimt  bin(lingof  Slltlcl;illscsc)flotlg scmtcnccs. l;or Cxarnp]c,  in fi~ulc 3, it is not clear wt)at tllc pl]lasc’’ir] two
collscc(lti\’c] Jloccssillg”  flalncs” Icfcrs to. ‘1’oconfilln  ttlccxistcncc  ofsacll  alnbiguitics,  Illc.rt’(]llirctllellt  slmvn in
l;ip,(ll c:3\\’:ls p,i\’cillofotil”  ~liffcrctlt~)col]lc,f(ll  ll:lllsl:lliolli rltot:lt)~ll[tr”  follll.l;mlt  Sclll:lrltic:il ly(liffclcrlt l:it)lcs
Jcsultcxl.  Ilycolllll:lti rlp,tl]csc( liffc.lc[lt illtc[}~Ict:ltic)  tl\, :iIlcxtct~silcl  ist{~f:lll)biglli  ticsm:iscc)  l)) I)ilc[l.'l'i)c.
attlbi:. aitics were rcmlvcd tl)rouSb detailed rc:iding  oftlw (Ioclllilct)t:ltiotl,  :ind qucstioniag the otiginal :iutlms.  ‘1’his
I)loccss  :IIs() Iuvcalcd some jnconsistcncics in the way ill wl)ictl tcrinitmlo~y \va\ used.

Figure  3:  An example of  a  Ievcl  3 rcquiremcrrt  for Bus FDIR.  T h i s  r e q u i r e m e n t
specif ies the circumstances under which al l  remote terminals (RTs)  on the bus
should be switched to their b a c k u p s .

-x-



OR

A

N

1)

(~&’[:  MI)N4 ~Ctill~ ~S [k hllS c’ot)tr’o]le[— .—

1

——— .
lkleclion of tiansaclion mm in Iwo consecutive ploccssins
fl iill}C.S

Cl101 s a[c 011 Sdc.md IImsagcs

IIIC  1{’1”s 1553 l;l)l}< is not int)illilc(l

A backul) 11[~ is availab]c—. ——. .  . — .—

--”1

_-.. ——_...,. - .-.. — .— _
‘1’tw 11(’ has been swilctd in the Ia$[ 20 Sf.’cot](ls——. —
‘1’hc S1)l) card Tcsct calmbi]ity is inllibilc(l

‘1’IIc  S1’1)  card has been rcscl in IIIC last 10 m:Ij(M (10 sccon(l) I
flallles

—.
‘J’l)c ltansaclion  Ci[om aIc fro]])  II)ul(iplc I<’J’s———.___ ._ ._

3

q’lm cut[ent cltannc] has been reset within tlm I:ist lnajor flame———. _ _ .  —  _ _ _
‘1’k bus clmnnc.]’s msct capability is int)ibild

.—
‘J’.—
,.1

T
,.1
r.1

T
,.

1
—

.

[

.—
,.1

7.
●—

7
r,1

,,1
,,1
.,1

F
.,.
.
.,.
T—. .
-f’—.

——..
. .I
.,.

r,1
,,1
.,1
r.1——
.
.,.

,,1-. . .,,1
.

—7
,,J

“’r
.—.,.1
.,.

,,1
,,,

●

.,1“

.1.

]:

r.I

Table 1: The tabular version of the requirement shown in figure 3, showing
the four conditions (the four columns) under which the action should be
carr ied out .  A dot  indicates “don’t  care”.

} Iaving obtained a clcarc.r state.rncnt of IIJC. rcquirelilcnts,  tlm next step was to cxpl(m some of tbc p~c)pcrtics  that
ought to be t] uc of tksc rcquircnmls.  l{xalnplc  propel lies aTc “for cad] cwnbinaticrn  of failulc conditions, t}mrc  is
an 1:1> 1}{ Icsponsc  spcciflc. d>’ and “for each cmtlb ination of failure condili(ms (bm is at most onc III )11{ rcslmnsc
spmifd”.  ‘J’tmsc  Ixopcvtics Cotrcslmnd  to checks fm covcl:i~c and Corn] )lctencss  of a tldc table in S(~R. llencc,  by
cons(luctiil~,  a sta(c bawd model  ill wllicl~ cacb 01 the. lcquilclllel~ts sc]~lc.scntcd a ti ansiti(m flo]]l tlm “no] lnal” ]im(lc
to a Ulli(]UC  f2ilUIC mode, tbc covclaflc and diS~Oi  IlttlC.SS  tests plovidcd  ill Itw s[~]< too] woll]d tcsl (lICSC.  I)roJ)cl  Iics. As
a rcsull, a nutr~bcr of cfisjointnc. ss ptdlctns wc[c idcntif’led, whictl are dcsclibccf bclmv.

‘1’hc.  final I]ar t of this study was to L.-x  plorc some of tbc dyrlar]lic Iuqml tics of tk model. l;or cxarnple,  sorlm of the
lL’(]llir CrrlC1lt\ Cxl)r  C.ss c(diti~~)s  th;l[ Icst W}lCfbcr  v~lrio~ls rCc(J\’cly  ;Ictior)s h~tve [l]r Cdy  bccrl tr”icd. ]rl dcr [() v[l]i(![*(C
tlrcsc. conditions, it was nc.ccssary to cxplmc the ctyllarnic behavior of the sl)ccificd systclrl  in tbc face of rnttlliplc
failulcs, and ]ccurring  f:iilurcs. ‘1’() (10 ttlis, fltc state-basc(l rlmlcl cxJncssed in S0{ was translated into J)}< Oh41tl A,
and ttrc lno(lcl chc-cket SI)IN \vas used to cxj)lorc. ttlc behaviors, ‘1’t]e trat] slation into I’J{ON410  -A indicated sornc
irlcorlsisfencics in Ihc tirninp, constraints tl]af tml not twcrl rcvcalcd in tlIc SO{ mo(lcl. Once tt]csc were tlxc(l, the.
mo(lcl was chcckl for proper-lies such as “if fin cr]or pcrsis(s after all recovery actions }Iavc trccn trial, ltm bus l;l)ll<
witl cvcnl Llally rclxwf  failure of ilsclf to a higher level 1:1 )11< dmnain”.
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Figure 4: A graphical representation of the SCR mode table.
specifies the conditions for a single mode transition.

Each requirement

Findings

II) addition to a nuIIJk.r  of minor pIohlc.n~s with inconsistent usc of terininology.  the following major prohlcnls
WCIC lL’]K)I (cd:

1 ) ‘1’hctc were significant alnbiguilics  in the. prose requilcl]len[s,  as a Iesult of the colllplex sentence slruclurc.  Some
of tllesc at[lhi:uilics  could hc Icsolve(l  hy slu(lying  tile tlif,llet level l;llll< Ieqailernents, and the Spccificatio]ls for (k
hus alchitcclulc.  “I”hc  amhiguitics  that Nrosc fr(nn tlm co]]ltlin:ition  of ‘ands’ and ‘ors’ ia the sarnc scmtence could not
bc rcsolvd in this way, and cmrl(l lead to mislakcs  irl tllc design. “1’hcsc arnbiguitic.s  were dctecle(l in the initial
lcf{)l-l]]~]l:itiol] of the rcquircrne.nts  as truth table.s.

2) ‘t’hme was onc missing requilelnent to test (lIC value of tlm IILIS Switch lnhihit I;lag before attcxnptirr~ to switch
to the backup bus. ‘1’his was (ietecte(i  dLII ing lhc test fo] disjointness  in the SCX{ slm.cificatio]].

3) ‘1’tIe.  I)rosc rcquirct]]ents were Illissing  a nutllhet  of plccwn(litioms  tlmt enfmcc  the dering in which ttm inference
ILIleS should hc ap])liccl. ‘1’lm acco]]l]mnying  flowchart for IIle.se rcqairernctlls  ir]]]]lied a sequence. for these I ules.  An
attetnpt had lwen made in the plosc ]cquilctnents to c.xl)rcss tl]is sequence as a set of plecon (litions  for each I ule, to
ellsutc [Iliit all the car-lie.r  rules have been tested and have failed. ‘1’hc plcc(mditi(ms did not conll)lclc.ly ca]]turc  the
plccede]lces  i]nplie.d by flowcharl.  ‘Illis cmlcsponded \vith an infot [nal ohser vation made hy the lV&V [earn that ttm
(n(lct in:, of ttm ]equirc]nents  slmul(l be Inadc ex})licit, ‘1’tlis ]nol)lern  was fmn(l  darill~ the test for (Iisjoir]ttlcss  in ttle
S{l< specification.

4) ‘1’he.  tinling constraints cxplcsscd  in ttlc Icquitet]lenls  wctc incor[ect. Scvmal of tlm failure isol:iti(m tests referlcd
to testinf:  w’llelhcl ccr(ain l;l)l}{ actions IIad  already heerl tried “in (1IC Incvious l~t(mssirl~ fratnc”. l]owevct,  its each
l;l)l}< rccovc]-y  action is followc(l  by a time-out itl older for t}m action to take effect, and as fur[t)cr  1(1)1}{
inkv vcnlion is only initiated or] occul[cmce  of cr[ws irl two consecutive ptoccssing f]alnes. [I]csc tests earl IIC. VCI he
[[ UC, ‘lhis was discovcrd daring IImlcl ct)ccking of the l’I<Oh41iI  A model.

3 Observations

‘I”hc study analyzed 15 pa~cs of level 3 rcquircll}cnts,  and was co[ductcd over a pcri(d  of four I]mnths,  by onc l)cis(~rl
working lmr ( tir]]c. ‘Ik total effmt was apploxil]]atcly  1.5 pctson IIlollths. ‘J’hC  Illain CffOIt  Wis in follnalising the
requircrncnts,  Tr:insl:ition frorl~  the S{;l< rno(lcl  to l’l{[)h41il  A was relatively straigtl(fol ward, and took two days
cffw t. (hicc ii kmnal model was obtained, tcs(irip, of II]c  lnopcl lies W:is slrai~,tllfor  ward, as both the S(11< tool and the
SI’IN ]INXICI  checker })tovided facilities fw autollla[ed  ctlcckinp, of tl]csc pIopcl(ics, aII(l provi(lcd  c{)t]tltcr-cx:ll]ll>lcs
wticn ltIc trsls  failc(i. A]thoup,h proh]crns  v.’ere  found  bolt] dur irl~ f(JIlnot  is:itiofi and I}rc  ])lopcrly  C]mckinr,,  Ihc ]attcr
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pI[)hlcII)s  wcIc ]ImIc scl i(JLls. II is Llnlikcly that lhc.y would have been discovctccl in this phase wilhoul tlm usc of
f(}l”mal  Il)clllo(ls.

A ln:ljot plob]m durinF, this slLldy wa$ Ihc Vdalility of (ilc Icquilclncnts.  NC-W drafts of the lcquirclncnts dmumcllt
WCIC hcin:  rcleasd appmximate]y  every two months. This meant that in at Icmt onc cm (fin(lin~  3 atrovc), the.
[Jlohlcvll Id nlrc.ady tmn fixed try tlm lime il was discovcrd  in this study.  “1’llis issue had alre:i(iy been ohsc.rvcd
infol-lllally and tcpoltc(l by the lVLRV team, and had been a(l(lrcssc(l  hy reducing tt]c corll})lcxity of ttlis scclion of lllc
rc(luilclllcnts.  Wc mili~atcd the pr(hlcm of fluctwltin~ Icquirclllcllls hy only doin~, tllc tliillilnutl)  atllount of
Ill(dcling ncmsaly 10 tc.sl Ihc  pl-opcr[ic.s  M were of intcrcsl.  I;or exarllplc.,  the S0< model is not a comptete.  stale
II I(xlcl, a~ it lIl(dcls only a subsel of tllc slate tl:insilions cxlJIL’Ssd in tll C rcquirctllcnts.  “I’l Ic Ir:ltlsilions for lctuInin~,
to llIc nw lI)al state Ilavc  not  been mmlcled.  ‘1’his pal lial Inudcl  was  sufl~cicnl to jwl [01 Irl tlm covcrap,c ald disjoitl[l)css
analysis.

11 slmul(l also [JC notc(l that in order to ]m fortn Itlc analysis in this study, Ihe S(’1/ notation” was sliphtly lnisuse(l
‘]’hc I])odcs s})()\vn  in figure ~ (k) not K’prcsellt  tr Llc rnodcs in IIlc S(’1{  SCIISC - a 111(Mc  cO1 It’ct lc]Mescrltation  WOUI(I
cxpcss lhc.se as output events from the l;l)ll{ system. IIowcvcu, (Icf]rling,  Ihcm as rmlcs IWI Init(cd Ihc USC. of
covclap,e  and disjointncss tests on the. transitions. “1’his  Ic])tcsctlls :i pi af,llmtic a})l)]oacl)  ill wtlicll  the fm ll)al ]Ilctlm(l
is apptic(l in whntcvcl way g,ivcs the most hcncfil,  without ncccssar  ily fotlo\ving the originot inlent of the nictho(l.

Study 3: Fault Protection on Cassini

‘1’hc tl)ird sludy concerns lIK systel]l  level fault protection software  for Gssini. Gssini is a deep space probe, to bc
launcl)cd in 1 99-/, which will cxlJlcm Salull] atl(l its IIloons. Systcrn  reliability is a major concern for ~assini,  (lLlc 10
tl)c dutation of the mission. l:aull protection is a major factor in providing the. rcquird lc.vels of rcli:ihility. l;ault
protect ion soft ware is therefrm mission-crit ical, in ad(lit ion to bcins a Complex e.mhed(ied  systeln, q’he st u(iy
cxalnincd the. rcquircmemts for two main components of the fault protection system: the software cxmutivc that
nlanaF,cs fault prolcction,  and requircmc.nts  for putlins Ihc spacecraft into a safe state.

‘1’l)c ail]) of this s[u(ly \vas 10 cxp]orc.  tile cffcclivcncss of fw lna! mcltmds in sLll>}tlerllclltirlp,  traditional cn~inec.ri[jg
apprmclm m rcquimmcnts analysis. ‘]’hc [~ass ini project was in(crcstc(l  irl the. potential of fm lnal methods to j)rovidc
an awulancc that lIIC. fault I)tulcct ion Icqt]ilcmc]lts wcIL’  collect, v,rtlilc tllc forlnal  Incltmds  lcam was irllcrcsled in lIK’
opportunity to apply formal mcthrrds  eaTly in the req Llircnlenls prmms, where tally modeling of uns[ablc
re(]uil-cmc.nts might pose a challcng,c.

1 Approach

l~or tl]is stuciy, the initiat step of re-stating  the rcquirmncnts  included the use of OM’I’ (lia~ratns. l’hesc were. them
usc(l log,uidc tl)cclc\’elO1~lllel~t  of al’VS ]no(lcl ofthc  Icquilcinctits.  Once thcl’VS Ill(xlcl wascl]cckd for illtelnal
c()tlsislcrlcy,  arltlrtlt)cr () f[lrc)])cl lics\\ctc(  lcfirlccl, tc)cl]ccktllzlt  tllc. softwalc  wc)Lll(l fLlrlctiotIc  O1lcctly” an(ltm}lmil(l
flL’C.

‘1’I)c  fltst stc.p wa~ the pioduc+(m of [)h!’1’  dia~,[alns rc})tcsctltin~ t}m docwlncntcd  rcqLlircrncnts (SCC fig,ulc 5). ‘l’tic
ori~, inal rcquilcrnctlts  welccxpressc(l in natural l:lrlgll:igc. ’1 ’llc]lro(lLlcti{ )r] ofobjed dia~ralns , sl:ltcciiagttil)ls:lr~(i
(l:lt:lfl()\\' (li:lp,l:itl~s, :lcc()rclil~g totl]c[)M'J'  Illctt]()cl, tlcll>ccl tc)(lcflrlc tt]cb()Llrl(l:~rics:itlcl ir~tctf:iccs oftllcfttLllt
protection rcquirmncnts,  and helped 10 cxystallim  sonm of Ihc issue.s that amsc in the initial close rca(ling of the.
rcquitclncnts. A number of issues having to(lo  with il~~J)lccisc tclll~il)c)]()~y,  inconsistency hctwe.en text and tables,
and unstated assumptions were discovered dul-ing tllc OM’I’ nlcdclins,.
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Figure 5: An example OMT state diagram for fault protection

‘lk OMrl’ diagrams them servd as a franm for Ihc sutrsc-queilt forll~:llis:itic)rl.  A I’VS IIKKICI was ploducec] directly
f]mn t!m OM’1’  llKr(klS - the c.lci])cnts of lhc OM’1’ ri]odc] oflcn map]d 01]10 elements of the fom~al  mrrdcl in a
relatively straightforward way. lb e.xnmplc, object classes mappc(i onto type dcfinitiorrs in WS, while s(:ilc
transitions mapped onto functions and axioms.

Once the I’VS mode] was ccrmplclcd, a numlmr  of lcrnrnas  were defined to examine various propmics  of the
requil cmcnts. lhrcc ctiffcmnt catcgcr] ics of propel (y were exalnined:

1 ) rcclLlireil]ctlts-lllcl.  ‘1’hcsc  lcnlnIas hc]pcci [0 trace the mo(kl back 10 the docunmnld  Icquircmcnts,  and ensure that
tllc rmdcl accul-:ilcly captuled the (Iocumctlted  I-equilelncnts (see fiSLm 6). l:or example, a requirmncnt “If a Icsponsc
can k initialed by lnore than one. monitor, cac}] motlitor  shall include an enable/disable Inechanism”  was expresscci
:is a lcrl)]l~a, to test whether tbc lnode.1  Illct this lequirctncnt. in this catcg(ny,  seven Ic]nmas  were proved, and three.
(lisp l(~ved.

2) safely. ‘1’he.sc  lclnmas [cprcscnled  conditions thal slmu]d  not arise, (o lest tlmt “nothing Id cve[ happens”. 1 ‘or
cxalllp]e, “A fault protection response shall Jlot Chang,c tbc instrument’s status during a Critics] scqucncc  of
comlnands”.  Seven of these lemn Ias were provcct.

3) livcncss.  ‘1’hcsc lemmas  describe the cmcct behavior, i.e. that “sorncthirrg  good will eventually happen”. An
cxanll)lc is “If a response has the hi@cs( priority amon~ the candidates ald dots not finish in the curtcnt cycle, it
will bc. active in the. next cycle”. Seven of these lemma\ v,’c Ic plovcd,



~assini  Iiequircment.: I f  Spacc,craft  Safir]g is rc,q Llcstcci  v i a  a ~IJS
(~cmmancl  ancl  I)ata Subsyst 0[, ) il]t  c,rrla]  rc~c~uest w}li le t-lie s])acecraf t is ill
a  cl-it  ica]  at. t i tucl~, tllc!rl  nc) c}larlc~c  is cC)rlrllla71C~C’Ci  t  c) the AA(’S  ( A t  t i t  L]~](,
arlcl  Arti  CU1 ati  c)n Cc)r]t  ~-c)l .Su})syst  cmI) at t i t.uclc. Ot }lel-wi se, tile AACS i s
c.c)l[wlanclecl  t 0 the hcmc, base, at t i t ucle .

CCIS. intc,  ma].  rec~Llest  : V A R  bC,C)]
c’~-i t.ical. at.  ti t.ucic: VA}< bc)c)]
])rc>v__aaCs__Jnocl<,  : VA}+ aac:s.  rnocic

sacs-  st_op-  fnc ( c r i t i c a l .  at.  tituclc, e e l s .  interrlal.  recluest  , prev.  s a c - s .  mode)  :
sacs.  mocle =
IF critical.  a~titucle

1’HRN IIJ e e l s .  i n t e r n a l .  I-ecluc>st
THEN  prev. s a c s .  MOCIC!
ItI, SK hornc,  base
EN1)I F

EIISI+  homc~hase
ENIII  F

% l,cmrma  prcwc,  n, proviclir]g  assurarlcc tl]at_ P V S  sl]eci  f i cat i orl  mat. ches
% clc)cumcr]t_ecl rc, c~ui  rcmerlt.  .

aaCs_ safinq rec~  met.  1 : 1, EMM.A
(cri  Lica].  atti  tucle  ANI)  ccis. internal. request-)

OR ( s a c s .  SLOP.  f n c  (cri  Lical _ at. t.ituck,  e e l s .  internal.  r e q u e s t  ,
prev. a~ics..rncxie  )  : homehase  )

F:N1) saf

F i g u r e  6: An example Cassini fault  protect ion requirement,  a  fragment of  PVS
represent ing this requirement,  and an associated ‘ requirements-met’  lemma.

2 Findings

A t~tiil of’37 issues were i(kntifre.d  du]-ing thc study. “1’IIcx  WC.IC  classified :i$ follows:

lJt)(lc)cllll)cr)tccl assumptions: 1 ]. All WCK corlcct, bLlt solne signific’atlt  OJK%  needed clc)cLl[llcrltatic)t~,  to pc.vc.nt  fut(!re
crtot-s, especially at intci-faces, ‘Ihc.sc.  were i(lcntificd  during  the process of for]ll:ilising  the rc(luilcmcnts.

llm(lcquatc. j C{]llilclllents for off-nominal (M b(mldal  y cases: 1 (). ‘1’hesc  issues llSLlal!y involvc(l  unlikely sccnal ios, ard
tlic spaccuaft  m)::inccls had 10 IIclp decide which were clcdil)le. Ar) cxatnl)k caw is w})cm several lncrnitms will] t}w
salllc ])riority  ]c,vc’I  (lctCct ffiu]tS ill ttK same cyc’]c, ]J[)ClllllC1ll:l(  i{)l) Of lhC.SC C:lWS iS LISCfLll, ZiS it helps (() VC1ify t[lC
tobuslness of the syslcm.

13-

‘1’raccahility anCI illcollsis(c.r]c y: 9. lhcrc.  WC. I c. a nLllnt)cr  tl actability problems bc.twec-n different levels of
lc(lLtitt’ll)ctlts, :UKI  ir)cor)sis(er)cics  Erctwc,cr) rcq~lirct))er)k  and subsystein  dcsip,  ns. hfany of [hc latter WCIC  significant,
as Ihc collect  fLtl)cliC)l)it)g  of the systcln dcpcm(ls on choosing” lhc comet intcrl)rctatic)n.  lk)r example, the high kvel
l“c’(]llil ctl)L.l)ts ass L]ll)c [hat Il)[l]tip]c (lc[ectioIis  of fa[)]ts, occur! iog wittlin ttlc response [itl)c of [})c  first fal)lt :IIC



.

sylllplo]ns of tl)c original fault, whc[cas the 10W.I Icvcl lc(ptircnmts  cmrcclly cancel a lower priority fault response
10 handle a llig,tlcr-I)liol-ity one.

lmptccisc  tcllninology: 6. ~’he.sc we.]c largely doctltl)cl~t:ltiol)”  problem, includinp, synonynls and related tcrln,s, and
W’cl  c 1 Cve.:iled dul”ing  the JII”OC.CSS of defining Ihc I’vs model.

1 .op,ical l{rfor:  I. I’his was a J}roblcm of starvation wllCrl a rcque.st for W vice is Jm-cmpled by a higlm Jwim ity
lcquest. ‘1’tlc issue was first spotted (lut ing initial close reading, and c(mfll tlml by disproving a Iclnma.

3 Observations

‘Ihc! sllldy :ID:I]Y?C(]  Ci@)ty-f’iVC  pafv’s  Of dOCU1llC’lltCd lC[]Uil  CIllCIllS.  ];iflCCll Jl:lg,CS Of Oh4’1’ diagr:ilns  WCJC ]M(x!ucc(],
followed by (wcnty-five J~a~cs of J’VS spccificatiom. ‘I’w’cn(y.  fout Ic.rlllnas WCIC.  plovcn. I’IJc stu(ly was comluctcd
OVCI  tlw l)CJ iod of a ycal- by two J)cry)lc wotkin~: Jmf l-lilnc, with a tolal cffml of approxilnatcly  twelve pclM)n-
IImn(hs.  ‘1’tlc main effmt came in Jcarning  to cffccti\~cly  usc the I’VS thcorclll prove].

OM’I’  lnodcls were found to bc useful as a first step in developing fortnal sJ)cciflcations.  ‘1’bc OM’J’ diaglaIns  tmundcd
tllc sof[wa]  c at an appmJwialc  level of abstt art ion, offc] cd mult iplc pcrsJJccti\’cs on the ~cquit cmc.rlts, and wcle c.asy
for J’10jcct pc!sonnc] (O review for accuJacy. Since Ihc c]clncnts of OM’1’ diaglams c)flcn mal]pcd  dircclly onto
c]e.lncnts of the formal specifications, the subse.qLlmt Cfforl of fo~tnaliz.ation was rcdLlced. ]te.r:ili(ms of the OM’1’  and
I’VS models stiJl occurred whi]c  J)[oving clailns about the model, bllt the. conciscmss  and readability of the. OMI’
J)Ot:ili(~l)S  illadc it easier to confirm the accuIacy  of tbc modc]s.  ]J~ cffe.ct the. OM’1’ model  provided a higher IC.VCI
st[ uctural vic.w of the rc.quimncnts,  while the lWS models flllcd in the. processing dc.tails, and allmve.d dctaile(l
behavioral analysis.

l“hc. rccluiIcImr~ts  that were analyze.d were kJmwn to  bc influx with scvc.ra] key at”cas (e.g. timing, number of priority
Icvc]s)  still being dctcrmincd.  “1’imc was spent kccJJirrg  the models curjcnt with the updated requirements. Ibis cxlra
effort was balanced against the advantage that issues idcmtificd  by the formal analysis were readily fed hack into tllc
dcvcl(q)Jncnt  p]occss,  leading to ilnplovcd rcquircmcnts.

A kcy concern of the rc.searchers was whc.tber formally modelin~,  Ic.quirc.)ncnts  that wem known to be unstable was a
w:istc  of cffm[.  Jn genera  J, the cffmt in this study was found to bc wmthwhilc  bccausc ttm lno(lcling so effectively
laid the foundation for fLlture  wrnk,  allowing r:iJ)id response to ]HOp(X+Cd  Ch{lJlgCS 01 altcrllativc.s  by the Gissini
l’lojcct, in addition, the work bad the anticipated advantage c)f a(idirrg  confidence in the adec]uacy  of the rc(Juire.nm)ts
that had been anaJymcl using fot-mal  methods. in sotne cam whm rcquimnmts  issues were. still be.ins wotkcd by
the l’fc)jccl, the fm lnat methods C.ffcu  1 was able (o assist by forlllali7.inp, lllltloc\lllle.Iltc.(1  concerns (e.g., vdmthcr
s(arvaticrn of tasks would be possib]c)  c]car]y  aJKl t)I~aIl~i]i~,lloIlsly.

v. Discussion

‘J’}m stLldics dcscribcd  in t}]is papcl diffcl  floln p~cvious studies in the Iitclaturc  in several ways. “1’hc majol ity of
published case slu(tics of the usc of forma] methods atc lmsl l]oc :q)plications to on-goin~ or finishcxi  Jm)jccts.  Such
S[UdkS dCJIK)l)S[l  ate. Vht fOll)lal l)iCtl  K)dS can do,  211K\ help tLL I“CfLl)C [hC  lllCthodS, hit thCy dO JN)t hdp [0 answcl”
questions of how sLlch Inctbods can bc iJltcgyalL’d \vilh cxistin~ pl:tCliCC.S  OJ) ]q,c pI”ojects. A fcw notat)]c cxccptims
have USC(I forma] lLm.thds  ‘]iw.?’ dLtring  lhc dcve]()])mcnt  of rc:i] systems [], 2 i, 24, 25]. ]Iowcvcr, in al] the.sc cases,
tllc cmJhasis  was on the LISC of fmna]  notations as a Jmt of Ihc bmclinc sJEcificati(ms,  from which varying dcglccs
of fw mal vctification of the rcsultiag clcsign and itl)r)lctllc]lt:itiotl ate possible.

]11 COI)[I(IS[,  WC ilJ)J)]iCd forlllal Il)CtlLOdS OIl]y iJ) [hC C[U]y St~l~CS Of rC(]LlirCll)CntS C. I)gi JICCrirlg,  dUriI)~  WhiCh thC
rcquircmcnls  WCJC still volatile. Ratllc]- than treating f(mna] sJ)ccificalion  as alL cll(l plodLICt  of the rcquirelllcnts  Jhasc,
wc used it to aJIswcI questions and inll)lovc t)m quality of the existing sJJc.cifications.

In the lonp,cl Icl-tn wc hoJm to inttodLlcc formal n)cthods throughout the lifccyclc.  Our cxpcu icmces with tbcsc stuclics
indicate (hat wc can best do this incrcmcntally,  in response to Ical nc.cds in specific projects.

out  aplnoach dots not fit wit}L aJ~y of the three pr’occss mode.ls Sup,gcstcd by Kcmmcrcr  [25] as ways of aJyJlyinF,
f(mnal n~cthods.  Kc.mmcrcr offers thrm alternal  i vcs: nj’let-fhe-~(wf, in which a formal specification is prmluccd at the
cnd of the dcvc Joplllcnt pr’occss 10 assist with testing ~lJld CC1tiflCatiO1l; p[Jta//f’/,  ill Wtlich formal spcciflcalioms are
(Icvclopcd  alongside a ccrnvcntional (lcvcloplncnt ploccss, and LISCd to pclfonll vc[ification of code, dcsi~n and
rcqui[ cnlcnts; and itItfgI~Ile(/, in which f(mnal specification is used in J~laCC 0! convcnlion:i]  approaches, (h]]-  studies
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su~,p,csl  a fourth model, in which foral:il  modeling is usc(l  lo increase qualily during the Icc]uilctncnts and hip,]] lC.VCI
design pllnscs, wilboul ncmssmily  p]oducir)g  a baseline fol lnal  spccificatioa, 01 vc[ ifying low Icvcl  dcsir, n and code

(hlr slu(lics also dcrnonslrale  ttmt qucslicms  of tool supporl need not bc ii ban  ict to the adoption of fcrrmn]  rne.thmis.
Wc con(luctcd  sophisticated validation of ml- lno(lc.ts,  via Ihccmm  proving and Ino(lcl  checking, using tools that arc
essentially still research protcrtypcs.  In the 12 caw studies SUI vcyc(i  by Gcrbar( cl. al. [24], tool support was
gcnc[al]y  o]lly USC(1 for syntax checking of specifications, and (icrharl suggcsls  tool impcrvcrishmcnt is a bmlicr to
wi(lct use of iollnal mctho(ls. “1’his  Inay bc 11 UC fol the Inorc Colnpletc 1)1OCCSS  models Llsc(l  in case studies of tbc
kinds (Icscl-ibccl  by Ke.mmcrcr  [25], }]all [ 1 ] and (imhal-l  [24],  but is aol tILm of the ‘lighlwci@l’  application of the
kind WC adopted.

h~ost  of (NII observations of the bcndits  of forlnal mctbocts  ale cor)sislcnt with fin(lings clscwhc.re.  l;or exaInplc, wc
notc(l llIal a lalp,e nulnl)cl of minot  pt-oblclns  are (Iiscovcted (Iuling  Il)c ploccss of follllalisinr, lhc Icquirctncnts,  an(!
that Ihc use. of folmal methods helps to focus attention on alca$ that alc lnorc susccptib]c  to e]not-s [26], ](orlnally
cllallcn~ing  the models urlcovcml a smaller nul]lhci of lnmc subllc issues, of the kind ttmt arc hard to clctcct
Inallually. 1 ,ikc IIall [ 1 ], WC found tb:il the usc of intc[lncdiatc , stl-ucturc(l representations grcatiy  facilitated the
process of fortnalising  tbc rc.quirclncnts.

Altlm~b wc have not attcmptc(l any dctailc(l qunntitntivc analysis of the costs and benefits of the application of
for]nal  mc.thods in these S(LldiCS,  it iS C]car tb:it in C:ich Case (Ilc Sludy a(klCd  value to the prOjCCt  by clarifying tbc
tcquitclnc.nts and identifying irnpor-(ant crlots vm y tally in tllc  Iifccyclc. ‘1’hc costs, in terms of tirnc an(l effort, WCIC
consistent with existing V&V tasks on these prc)jccls.

A aulnbcr of observations arising from these s(udics at-e worth further discussion:

Who should apply the methods?

in c:ich of the stwtics, the forunal analysis was con(luctc(l  by cxpcr[s  in formal Incthcrds,  who were external to tbc
dcvclol)]ncnt  project. ‘1’bcrc.  was a sin)I)lc financial reason for this: it is cl]c:ipcr and lower risk to have a smalt tc.am
of folmal mct}mds experts CIC.VC1O]> the spccifrcatirrns and pc[frmn tbc analysis than it is to train members of the
dcvclo~~mcnl lcaln, Out lonscr term goat is to have t}m dcvc.lopms produce formal specifications ttlcmsclvc.s.,  with a
V&V team performing the anatysis.

} lowcvc~,  there arc sornc  interesting conscqucnccs  of our use of cxtct-nal experts 1 )cveloping  fornnal moctcls of
inforlnal specifications involves a great deal of e.ffmt in undctstardins  the ciomain, anti figuring out how to interpret
the documcmtation. As our cxtc.rnal cxpcrk were unfamiliar with the projc.cts  prior to the studies, they did not share
the. assumptions that t}~c rc.quircmcnts’  authors bad ma(lc. OL)r cxpcrls quc.stionccl every t}ling, spurmcl cm by the
cx])licitncss nccdcd to build the formal models, ‘1’hcy  also ncc(lcd to Iwcscnt parls of their rnodcls  back to tbc
(Icvclopcrs, in order to check the accuracy of tbe.ir ir~terprctatirrns,  I’hc result was a hc:i]thy (Iialoguc  between the
(Icvc]opcls  and our folmal methods cxpcl(s. This dialogue exposed many minor problclns, especially unstated
assutnptions an(l inconsistent usc of tcrlnino]ogy. ~’his dialogue was clearly an important benefit.

Anotllc[’  :Ispcct of this dialogue w:is that some of the issues that were r:iisc(l were the result of rl~isun(lcrstan( lirrgs by
oul cxpclls, rathcl- t}nn genuine cr[ors. The require.rncnts authors Ihcrc.fmc bad to f}ltcr the issues, to pick out tbosc
fol whic]l t]lc bc,ncfjts c)f changing the rc.quircrncnts  out-weigbcd  tt]c cost. ‘l’his wa$ Cspccial]y h LIC. when the ana]ysis
I CVCXIIC(I  “intcmsting” off-nominal cases. A great deal of domain know]  edge. was needed to judge whct}lcr sue}) cases
\vcI-c r CaWMMbIC. ‘1’l~c ncc(l for suet) filtc.ring would bc. ~rcatly  ]CCIUCC(I  if the analysis was con(iuctcd  by domain
cx])crts;  howcvcl-, the risk of analysis bias would then inclcaw.

Is formal modeling  of volatile requirements worthwhile?

l)UI in: c:uly stages of the rcquirclncnts  ploccss, tllcrc may bc a great deal of vo]ati]ity.  ]n each caw stLldy,  some
Cflol ( was nccdcd to keep tbc formal ]nodc]  up to date will] evolving, rc(tuirclllcnts, }Iowcvcr,  tllc studies in(iicatc that
tllcrc is no nc.cd to wait for the rcquircn}cnts  to stabilim  before applying form)al  mctho(ls.  ltarly for-m:  ilisatic)n allowed
US to clys(allim  some of the outstanding issues, and explore different optio)ls. Most importantly, it is during this
cat ly ]dlasc  that the dcvclopmcnt tcarn is most rcccptivc to tllc issues raised flom tbc formal rnodc]ing. ‘1’his ag,ain
clnpbasiz.cs the inlportancc  of ]igbtwcight form:il  mctbo(ls:  tbc formal mo(lcl itself can bc (Iiscadcd  if the
rc(luircincnts  change si~nifrcantly,  whi]c the cxpcricncc  and lessons learned from it arc rclaincd.
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Were intermediate representations useful?

Intcr)nrxlia(c  rcptmcnlalim)s were an imprwlanl par-[ of the lormalisalion  pmcms in each study. ‘1’he type of
inlcllnediatc  rcprc.se.nlation varied  across the studies: Ihc firsl study used tin zrnnotnled version of the orig,inal }~c:l)
ftowchfiil, the second sluciy n)ade use of tl”Lllh tables 10 c]al-ify complex prcdicalcs, while the final study made
cx(cnsivc  usc of OM”l’ ctiagyams.  A hrrgc parl of (1IC cffor[  in Ihc formalisation process lies in un(lc.rs{;inding  the
cxislinr, m]uirclncnls. T’hcsc inlelmcdiatc rellr-cscrll:tti(Jlls helped 10 refine tltis undcrstan(iing,  and (hcrcfo]c reduced tbc
c-ffort nccdcd to gcnmitc and ricbug t}w fmmal models.

‘1’hc inlcrtnediatc rcprcscntaticrrls  also helped 10 crctite sonw initial structure for Ihc formal models. Ttlcy assis(cd with
([ accal~ilily bct\vccn the follnal and infol Inal specificatio]ls,  lnaking it sin)plcr 10 keep tl)c for[l)al lnodcl ml lent.
l;]onl OUI cxpu icncc thus far, il sccnls that (his benefit tnmc than outweighs the extra cost of maintaining scveial
Ic}>lcsctlt:itiotls, even (Iul-ing the eal]y stases when Icquilclncnts  arc most unstable,

V1. Conclusions

‘J’he thlce studies dcsc[ ibcd hcfc wc]e conductc.d as pilot slLldics  to dcmollstlatc  the utility of foimal nlctllods and to
help us unde]stanci  how to prmnotc  thcil tisc across NASA. An ilnporlant chmicteristic  of these studies is thtit in
eacl] case the folnnal modeling was can icd out by a small tcatn of cxpc](s  who were. not part of the clcvclopmcnt
team. Results froln  the formal modeling were fc(l back into the requircrmrts  analysis phase, but no attempt was
made to inttoducc formal spccificaticrn  lansuages for bmcline  spccifrcations.

Wc have shown that lightweight formal methods complcmcntcd  existing dcvclopmcnt  and assL)rance practices in
these projects. If formal methods is seen as an additional tool in the V&V toolbox, then widespread application to
existing large projects bcconm  fc.asiblc.

As a follow-up to the studic.s dcscribcd  here, wc have begun to investigate the role of formal methods in the
dc.vcloplncnt of nc.w spacecraft tcc}]no]ogy.  As part of NASA’s Ncw Millennium progtam,  ncw architecture.s arc
being dcvc]opcd using know]cdgc based systems to rcd Llcc tl~c I cliancc of tbc spacect aft on ground support. Rather
than ploducc a detailed statement of rcquirerncnts,  the ploject is using a rapicl prototyping  approach to explore tbc
capabilities of the technology. ‘1’hc prototypes arc IcsIcd a~ainst high ICVCJ objectives, using a set of high ICVCI
scenarios fol- guidance.. We al-c Cxplolins how to use Iightwcigtll formal analysis on rapidly changing in forlnation,  in
such :1 way as to provide uscfL!]  and timely fcc(lback.  ]n palticu]ar,  wc are exp]oring the use of mode] Checking 10
verify the fidelity hctwccn a fortnal moclcl and the prototype. ‘I”tm model chcckcr  tests whc.thcr  the formal model
behaves in (hc same way as the prototype for a ~ivcn scenario, while the. formal ~i~ocicl can bc used to firld interesting
ncw scenarios on which to excrcisc tbc plototypc.
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